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7
Takeaways

from a Recent 
FTC Enforcement 
Action in Light of 
Theft of Private 

Information
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 The Federal Trade Commission (FTC) 
recently settled a matter with the owners of 
an online retailer related to statements and 
actions the company made regarding its 
privacy and security measures. At issue were 
customer-facing statements made by the 
company and its responses to unauthorized 
access to customer personal information 
the company was holding. The settlement 
orders provide a glimpse of what the FTC 
thinks responsible actors should be doing 
about protecting personal data and what 
the FTC may treat as “deceptive” behavior.

The settlement suggests seven takeaways.

Payment is just 
the first penalty
The immediate, out-of-
pocket costs for the com-

pany’s alleged deceptive 
practices, mostly in 2018 into 

2020, were half a million dollars payable to 
the FTC. 

Protect the data
 If a company is going to 
collect and hold custom-
ers’ personal information, 

and tell customers their in-
formation is secure, the com-

p a n y needs to make a genuine effort to 
make that a reality. The company adver-
tised that it used “best and most accepted 
methods and technologies” to ensure col-
lected personal information was “safe and 
secure.” The FTC found that statement not 
to be true. At least one hacker stole per-
sonal information and sold it on the dark 
web. The FTC alleged the company “failed 
to implement readily available protections” 
against “reasonably foreseeable vulnerabil-
ities.” The FTC cited five different styles 
of often-used, unauthorized access known 
in the industry that the company failed to 
protect against. Among other issues, the 
company kept customer Social Security 
numbers in clear text, unencrypted, and 
never deleted customer information. The 
company also used an algorithm for pass-
word encryption that NIST (the National 
Institute of Standards and Technology) 
had “deprecated” years before. The FTC 
said the company needed to comply with 
its own written security procedures and to 
“implement reasonable procedures to pre-
vent, detect or investigate an intrusion.” 

Don’t let it
happen AGAIN
 After an initial breach 
of company servers, don’t 

let it happen again. The 
company learned in 2019 that 

customer information was being sold on 
the dark web, but the company did not tell 
customers their information had been sto-
len. The company merely asked customers 
to change their passwords. The FTC ad-
judged that to be an inadequate response. 
The hackers had taken password reset in-
formation. Even when a customer did reset 
a password, the company made no effort to 
verify the person resetting the password was 
not an unauthorized intruder.

Do what you say 
you will do
 A company needs to do 
what it tells the public it’s 

going to do, as the FTC has 
long insisted. In this matter, 

the company billed itself as complying 
with the “shield” arrangement the U.S. 
had worked out with the European Union 
in conformity with European privacy law. 
Under that arrangement, a customer had 
the authority to require the company to 
delete the customer’s information. In fact, 
when the company had received such a re-
quest, the FTC said, the company did not 
actually delete the customer information 
on its servers.

Protect the
future
 A company’s buyer may 
become subject to oner-

ous future obligations aris-
ing out of the predecessor’s 

unlawful behavior. In this instance, the 
company changed hands in 2020. In the 
FTC settlement, the prior owner became 
liable for the $500,000 payment, but the 
new owner, like the old owner, was forced 
to agree to 20 years of annual reporting of 
responsible online digital behavior and on-
going security assessments by outside pro-
fessionals.

It’s so much 
more than just a
penalty fee
 A settlement with the 

FTC involves more than a 
$500,000 out-of-pocket settle-

ment cost. Both the prior owner and the 
new owner had to undertake a “compre-
hensive information security program” im-
mediately and over the next two decades 
regarding “collection, maintenance, use 
or disclosure of, or provision of access to” 
personal information, broadly defined. 
That program requires thorough internal 
reports annually and after a security event, 
as well as retention of a “qualified, objec-
tive, independent third-party professional” 
whose assessments are due at the FTC every 
24 months.

You need to 
know what
“personal
information” 

data really means
 The FTC’s settlement orders view “per-
sonal information” expansively. The defini-
tion in the settlement order includes not 
only names, addresses and Social Security 
numbers but also “a persistent identifier,” 
such as a customer number held in a 
“cookie,” a static Internet protocol (IP) ad-
dress, a mobile device identifier or proces-
sor serial number, as well as authentication 
credentials, such as a user ID, password and 
related security questions and answers.

 A settlement agreement such as this 
one defining how to go about protecting 
“privacy, security, confidentiality and integ-
rity” of “personal information” broadly de-
fined, may set standards not only for clients 
but also for law firms.
 For further information, as published 
in the Federal Register, click here.
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